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Enhanced Threat Intelligence Programs
with Autonomous Malware Hunting

Threat actors are continuously developing and deploying new malware variants,
making it increasingly difficult for Threat Intelligence Teams to keep up with the ever-

evolving threat landscape. The traditional methods of manual analysis and downloading

of malware samples from various sources are time-consuming, resource-intensive
and are unable to scale with the sheer volume of new malware.

Traditional sandboxes only help a little, as they have problems with the detonation

of evasive samples, noise in the reports, and many false positives in generated I0Cs.
So how to reliably automate malware analysis and turn a set of malware samples into
intelligence you can put into work with no extra delays? VMRay Totallnsight is a fully
autonomous platform powered by next-generation sandboxes aimed at producing
reliable threat intel by detonating malware samples, studying their behavior, filtering
out all non-malicious activities, and providing you with fully actionable I0Cs and other
valuable insights.

With its best-of-breed detection rate, Advanced Malware Configuration extraction,
I0C scoring technologies, and API-first approach, VMRay Totallnsight lets customers
operationalize the feed of malware samples of almost any size and turn it into
actionable threat intel. Whether you want to automate incident processing at scale,
share relevant threat intel with others, or build up a threat repository for future use,
VMRay Totallnsight is the only right choice.
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Benefits

Increase efficiency
by freeing analysts
from manual work
required to extract
C2 addresses from
malware samples

Build tailored

threat intelligence

at scale to stay ahead
of the latest threats

Easy integration

into existing threat
intelligence platforms
and repositories

Extract I0Cs:
complete, accurate
and noise-free

Minimize the risk

of human error with fully
autonomous dynamic
analysis capabilities

Utilizing Totallnsight

Malware analysts look for
malware samples to gather I0Cs
and other information.
Downloading samples from VT
and other resources.

Identify Patterns

Create YARA rules by
identifying similar patterns.
Use new extracted I0Cs and
C2 addresses to query threat
repositories.

The malware is analyzed to
extract configurations, however
manually analyzing every single
type of malware is impossible
because of the high number of
new types created daily.

Central Threat Intel
Repository

Totallnsight's in-depth analysis
result is uploaded to the central
threat intelligence repository.

To make the process more
efficient, Totallnsight is utilized
by integrating through REST API
or prebuilt connectors.

Autonomous Malware
Analysis
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Totallnsight automatically
extracts C2 addresses and
other behavioral artifacts from
malware samples at scale.

Figure 1. VMRay Totallnsight at a glance
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Use cases

Threat Intelligence Extraction and Sharing

Threat intelligence teams in Service Providers, National Cybersecurity Agencies

and Industry CERTs need to build a pipeline that will allow to quickly turn an incoming
incident flow into the feed of reliable threat intel that can be shared with other
members. The intel is highly needed to respond to the atomic attacks properly but
also to identify similarities, campaigns, yet unknown actors and build a bigger picture
of the relevant threat landscape. Due to a high number of incoming incidents and

the need to spread the intel rapidly to prevent similar attacks on others, the malware
analysis pipeline for CERT should be fully automated. Privacy concerns put additional
restrictions on the pipeline as the analysis should be performed fully autonomously.
VMRay Totallnsight helps National/Industry CERTSs solve all these challenges and takes
a cornerstone place in the malware analysis pipeline.

/D

Automating Incident Response at Scale

In large organizations, the number of alerts generated by security tools, especially
EDRs, can be overwhelming. Best security teams look for ways to automate triage and
response. Automating the response requires that the malware analysis function within
the automation stack produces not just incident confirmation but also reliable intel that
can be put into work immediately and without any manual cleaning. Both reliability and
speed are crucial in the intel generation process.

That is why VMRay Totallnsight is the best solution for companies looking for a product
that allows to automate incident response at scale as well as to share the relevant I0OCs
with fellow companies and customers.

Build Smarter Threat Repository

Building up a malware repository means more than storing malware samples. What you
also need is a related intel so that you can quickly match the activity with the malware
strain associated.

This intel is a crucial part of building a tactical and strategic threat intelligence that
would help to identify new threat actors and effectively respond to the long-lasting,
evolving and state-targeted attacks. With its completely autonomous analysis
capabilities, superior detonation rate and noise-free I0Cs, VMRay Totallnsight helps
organizations of any size not just to build but also effectively use their threat repository.
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See Totallnsight in Action

Automation Dashboard

Figure 2. Extracting I0Cs including C&C Addresses Figure 3. Easy and Built-in API Integrations

Screen Capture

Ci ing VMRay Threat

Score Category Operation Classification

Data Gollection Takes screenshot

« (Process #4) msra.exe takes a screenshot using BitBlt AP1

Technique Information
ID: T1113
Tactics: Collection

Platform: Linux, macOS, Windows

Adversaries may attempt to take Screen captures of the desktop to gather information over the course of an operation. Screen capturing functionality may be included as a feature of a remote
access tool used in post-compromise operations.

Mac
On OSX, the native command screencapture is used to capture screenshots.
Linux

On Linux, there is the native command xwd

Figure 4. Mapping Behavior to MITRE ATT&CK

Why Totallnsight?

Process After (with Totallnsight)

Threat Intelligence Repository Building Challenging, manual Effortless, automated

Coverage of all types of malware
targeting macOS, Linux, Windows

Low High
Extraction of C2 Addresses Error-prone, inconsistent Accurate, reliable

Threat Intelligence Sharing Slow, manual Fast, automated

10C Collection Limited Scalable
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Features

Reliable I0C Scoring

I0Cs (Indicators of Compromise) are a subset of artifacts, which are pieces of forensic
data observed during analysis. It can be difficult for organizations to evaluate the
effectiveness of I0Cs generated by a malware sandbox, as misclassifying an artifact

as an I0C can lead to false alerts and negative impacts on the organization’s network. through automated
VMRay Platform automates the process of extracting I0Cs from analysis artifacts by |0C extraction
flagging relevant artifacts as 10Cs with VTls to bridge the I0Cs and IOBs. The VTls are processes.

also used to assign a severity level to the IOC, which is presented in the Analysis Report
IOCs tab along with a list of related VTls.

Malware Configuration Extraction

VMRay Totallnsight can automatically extract and parse malware configurations
for certain malware families. Malware configurations contain detailed information
about the malware’s behavior, including C2 addresses and indicators such as
registry keys, mutexes, and filenames.

Extracted malware configurations can be used for threat hunting and blocking.
They can also be used to reveal connections among different malware samples
and provide insight into the development of a malware family.

MITRE ATT&CK Mapping

ATT&CK is the industry-standard framework and knowledge base of adversary tactics VM Ray Threat
and techniques, threat groups, and related software and tools. Security teams can Identifiers (VT|S)
leverage the mapping of VMRay'’s analysis results to the MITRE ATT&CK framework make analyses

for more effective incident response.

The entire VMRay Threat Identifier (VTI) rules are mapped to the MITRE ATT&CK
framework. This allows security teams to understand the scale and impact of an

incident fast, leading to actionable mitigation measures.

Keeping Pace with High-Volume Malware Analysis

Scalability is essential when you plan to automate processing of huge malware feeds
and want to keep high analysis quality. As a large organization, you might need to
analyze and produce intel for thousands of samples per day, and you do not want to
wait hours or days to see the analysis results.

We designed VMRay Totallnsight to bring you the fastest and most powerful product
that allows you to scale the malware analysis process without compromising on the
security side.
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Full On-Prem and Air-Gapped Deployment Options

Privacy is a concern for both commercial and government organizations. No one wants
to find their files on the Internet or share them even with the security vendor. We care
deeply about our customers’ data privacy and do not share any information with other
vendors or between the customers.

For those who need complete control of their data, we offer a full On-Prem deployment
that can work even behind the air-gap. VMRay Totallnsight is designed to be fully
autonomous so the efficiency of analysis and produced IOCs is not affected by the
absence of Internet connection.

Solid REST API & Seamless Integrations

Whatever products are used within your CTI pipeline, VMRay will easily plug into it due
to its API-first approach. We already support integrations with industry-leading security
products of different categories including SOAR, EDR, SIEM and TIP.

VMRay Platform Technologies

VMRay Totallnsight

enabling standalone
on-prem use.

Built on VMRay Platform, Totallnsight provides a comprehensive and scaled threat intelligence extraction solution.

The smart combination of 30+ technologies allows organizations to confidently tackle even the most advanced threats,

knowing they have a complete picture of what they’re up against.

Smart Ej Static Analysis
Caching
Parse Detect
File Type Recognition Built-In Antivirus
Deep Content Extraction VBA Stomping
Reputation B Password-Protected File Analysis Detection
Analysis Macro De-Obfuscation YARA Rulesets
Live lookups against Computer Vision

+1B files and URLs

C Multi-layered Engine Iteration b

Dynamic Analysis 2
Sandbox for Phishing Sandbox for Malware
Machine Learning Intelligent Monitoring ™ Automatic User Interaction
for Phishing Non-Intrusive TLS Visibility Live Interaction
Adaptive Broswing Smart Memory Dumping Golden Images
Simulation
Auto Reboot Malware Config. Extraction
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Identifiers
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Mapping
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VMRay’s data quality and rich API allowed us to automate our reverse engineering
and data extraction tasks in a way no other vendor was able to provide. By choosing
VMRay Platform, we gained high level of trust in the quality of I0Cs, so that they can
confidently feed the analysis output into Threat Intelligence systems without manual
interaction. In addition, VMRay’s API enabled us to fully automate Threat Intelligence
extraction. VMRay helps us save time and resources for more important tasks.

Global Top 10 Company | Technology

Ready for the next step?

VMRay Public See Totallnsight
Threat Feed @  inaction

9 Explore TM+
@ analysis reports

https://threatfeed.vmray.com

Request free trial

w.vmray.com/try-vmray-products

Portfolio

Our portfolio of products (DeepResponse, FinalVerdict, and Totallnsight) offers the ultimate solution for organizations
looking to overcome their challenges in detecting and responding to malware and phishing threats.

Whether you need to automate alert processing, share industry-specific threat intelligence or build a comprehensive
threat repository, our portfolio has you covered.

v v T

DeepResponse FinalVerdict Totallnsight

VMRay Professional Services

Datasheet | VMRay Totallnsight



https://threatfeed.vmray.com/
https://www.vmray.com/try-vmray-products/
https://www.vmray.com/products/vmray-deepresponse/
https://www.vmray.com/products/vmray-finalverdict/
https://www.vmray.com/products/vmray-totalinsight/

A VMRAY

At VMRay, our purpose is to liberate the world from undetectable digital threats.

Led by reputable cyber security pioneers, we develop best-of-breed technologies to detect unknown threats

that others miss. Thus, we empower organizations to augment and automate security operations by providing

the world’s best threat detection and analysis platform.

We help organizations build and grow their products, services, operations, and relationships on secure ground

that allows them to focus on what matters with ultimate peace of mind. This, for us, is the foundation stone

of digital transformation.

Contact Us VMRay GmbH

Suttner-Nobel-Allee 7
44803 Bochum ¢+ Germany

Email: sales@vmray.com
Phone: +1 888 958-5801
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