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MONITOR AND PREVENT THREATS IN REAL-TIME

In 2016 the Verizon Data Breach Investigations Report (DBIR) stated that 63% of confirmed
data breaches leverage a weak, default, or stolen password. The 2017 Verizon DBIR also
noted that 81% of hacking-related breaches leveraged either stolen and/or weak
passwords — a substantial increase in just one year.
Attackers often use dictionaries of previously breached
passwords or knowledge of well-known passwords to
compromise accounts. StealthINTERCEPT Enterprise
Password Enforcer proactively prevents the usage of

these weak and compromised passwords from being
used – regardless of whether or not they meet

complexity requirements – further enforcing password
hygiene and reducing the opportunity for attackers to
crack or guess passwords in automated or manual
fashions.
StealthINTERCEPT safeguards your organization from modern Active Directory attacks,
detecting and preventing both malicious and unintended changes affecting Active
Directory security. By monitoring all activities at the source, StealthINTERCEPT generates
security and operational intelligence in real-time without relying on native logs.
Identify Threats. Secure Data. Reduce Risk.
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BENEFITS

Protect against Credential
Stuffing attacks

Enforce password hygiene

Stop the use of complex
passwords if they are known
to be compromised

Configure company-specific
unapproved password lists

Notify via E -mail in real time

Integrate with your SIEM

USE CASE
The password “NjHGYAPLkF2#17” complies with complexity standards. It contains the
following:


14 characters



A mix of Upper and Lower case characters



At least one number



At least one symbol

A popular password vault service rates this password as “Very Strong” and this password
would be accepted by any corporate password guidelines.

However, we know this password has been exposed in multiple high profile breaches.

StealthINTERCEPT Enterprise Password Enforcer prohibits the use of this password and
other strong passwords that are available in online attacker dictionaries and the dark

web.
Identify Threats. Secure Data. Reduce Risk.
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BEST PRACTICES
NIST Special Publication 800-63B, Authentication and Lifecycle Management, section
5.1.1.2* recommends the use of “Memorized Secret Verifiers” such as StealthINTERCEPT

Enterprise Password Enforcer.
When processing requests to establish and change memorized secrets, verifiers shall

compare the prospective secrets against a list that contains values known to be
commonly-used, expected, or compromised. For example, the list may include, but is

not limited to:


Passwords obtained from previous breach corpuses



Dictionary words



Repetitive or sequential characters (e.g. ‘aaaaaa’, ‘1234abcd’)



Context-specific words, such as the name of the service, the username, and

derivatives thereof
*Source: https://pages.nist.gov/800-63-3/sp800-63b.html
Download a free trial of StealthINTERCEPT Enterprise Password Enforcer today!


https://www.stealthbits.com/free-trial
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