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On April 14, 2016, the European Commission passed a new data privacy act titled the
“General Data Protection Regulation (GDPR)”, designed to protect data held by
corporations relating to citizens of European Union member countries. This new
regulation promises to not only affect the personal security of the individuals it is
intended to protect, but the practices of any enterprise doing business with or within
the European Union. With only two years to achieve compliance, organizations will
surely need guidance on where to focus their efforts, awareness of some of the
significant challenges they’ll face, and how to demonstrate to regulators their desire to
achieve compliance with the regulation.
This paper is designed to help you accomplish these goals.

A QUICK HISTORY
In October of 1998, the European Commission passed an act titled the “Data Protection
Directive”, prohibiting the transfer of personal data to non-European Union countries
that do not meet the European Union’s (EU) standards for privacy protection. While the
United States and the EU share the goal of enhancing privacy protection for their
citizens, the United States takes a different approach to privacy from that taken by the
EU.

In order to bridge these differences in approach and provide a streamlined means for
U.S.-based organizations to comply with the Directive, the U.S. Department of
Commerce, in consultation with the European Commission, developed the "Safe
Harbour" framework. Safe Harbour permitted transfers of personal data controlled in the
EU to the U.S., on the basis that participants complied with principles similar to those in
the EU Data Protection Directive. However, it was invalidated on October 6, 2015 due to
the expected ratification of the aforementioned EU GDPR.
On April 14, 2016, the GDPR was adopted by the European Parliament, and two years
and 20 days from the adoption date, the regulation will be enforced (around April 14,
2018). The invalidation of the U.S.-EU Safe Harbour act will affect at least 4,400 U.S.
companies certified in the program, but also many thousands of EU-based companies
that relied on the certification to transfer personal data to those companies.
Among the new obligations under the GDPR, the most significant is the increase in
penalties for non-compliance. Under the United Kingdom (UK) Data Protection Act
(DPA), for example, the maximum fine for a data breach is £500,000. Under the GDPR,
the maximum fine will be €20 million or 4% of an organization’s annual, global revenue.
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INTRODUCTION

With so much to do and plan for with regards to the GDPR, where can organizations
focus their attention to make the most progress in the shortest amount of time?
To start with, the vast majority (~80%) of the data within any organization is
unstructured data, in the form of documents, spreadsheets, presentations, and other file
formats that users generate all day, every day. If you’re looking for how to make the
biggest impact towards compliancy, this is where the focus should be in terms of
finding, securing, and monitoring data subject to the GDPR.
Unstructured, user-generated data is most commonly stored on network file shares.
Whether the file system is a Windows-based file server or a NAS device, the common
denominator is the disk where the data resides. This is where organizations can
understand access, changes to access, or transfer of this type of data. This includes
comprehensive details such as the authenticating user and the source computer
performing the activity, along with which files were accessed, by whom, at what time,
and the operations performed. In an organization with multiple file servers between
the EU and the US for instance, it is essential to monitor the file servers for activity to
understand if data is being moved or copied between servers that would violate GDPR
guidelines.
Focusing first on the file activity taking place on these file servers and NAS devices will
help organizations achieve compliance for the estimated 80% of data they need to be
concerned with for compliance purposes.

CHALLENGE 1 – NATIVE LOGGING
With Windows File Servers and some NAS devices, event auditing can be enabled to log
data access events occurring on a system. The audited events are kept for a period of
time, and eventually expired or “rolled over” depending on the event log capacity
settings. However, this only works if you can actually get and keep up with the massive
amounts of data produced through regular day-to-day data access activities.
Most organizations struggle to even enable logging of file activity to begin with due to
performance concerns, or tune them properly to output the level of detail needed, also
without negatively impacting performance.
Without an efficient and reliable mechanism to monitor file activity, organizations are
completely in the dark in terms of understanding who is accessing data, when, from
where, and what types of operations they’re performing. With regards to the GDPR, if
the transfer of data subject to GDPR compliance has taken place inappropriately and is
not remediated expediently, penalties will be enforced. Relying on native logging is
rarely a practical if even possible strategy for monitoring the necessary activity.
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WHERE TO START

Depending on the file system technology in question, certain types of events and event
details aren’t even available. For instance, many NAS devices won’t output access
denied events. For Windows File Server logs, the originating IP Address and Host Name
of where access to data is being made from aren’t available in the logs. Furthermore,
missing data and the distribution of native event logs leave recorded activity open to
misinterpretation, causing further confusion on what the logs are actually depicting in
terms of real-world file access events.
To add insult to injury, Windows File Servers can be configured to gather file change
information provided a Group Policy has been applied successfully to the file server in
question, and for NAS devices, each device requires individual configuration. The lack of
centralized controls makes pulling the information together difficult at best, resulting in
an inability to query event log data holistically without the use of alternative
technologies like SIEM platforms.
Compliance with the EU GDPR relies on the thorough understanding of all access
activity on personal data. Not every system or technology provides the data needed for
the kind of comprehensive auditing required for these new standards.

HOW TO DEMONSTRATE COMPLIANCY
Again, the ability to monitor file activity effectively across unstructured data repositories
like file shares represents the single most effective option towards demonstrating an
organization’s desire to achieve compliance with the GDPR. This simple plan
demonstrates to auditors not only an effort to be compliant, but also an effort focused
in the right places.

1. IDENTIFY WHERE YOUR UNSTRUCTURED DATA RESIDES
Identify which file servers have data subject to the GDPR stored on them. If you
don’t know which servers house the data you specifically need to protect,
consider leveraging an existing Data Loss Prevention (DLP) solution your
organization has already purchased, or research vendors that supply Sensitive
Data Discovery capabilities. Knowing which systems are in scope is key to
reducing the amount of effort needed in your overall program.

2. CONFIGURE CENTRALLY
File activity should be aggregated to a centralized location and configured
centrally as well. Consider using your existing Security Information & Event
Management (SIEM), or other log management and aggregation solutions, as a
central repository as they have controls to manage log settings from a single
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CHALLENGE 2 – GETTING THE RIGHT DATA

3. ENABLE ALERTING
Whether in your SIEM or via other analysis tools, you’ll want to configure alerting
on specific file activities so appropriate parties are made aware of violations. The
tools implemented should have policies configured to alert on specific behavior
across file storage locations. The quicker you are alerted, the quicker you can act
on violations of GDPR requirements.

4. REPORT AND EVALUATE
Create reports that allow you to evaluate what has happened in the past so you
can adjust policies in order to prevent violations from happening again in the
future. The goal is to reduce the number of alerts received over time that force
instant reaction and achieve compliance via a combination of written controls
and technical enforcement.
As end users always seem to find a way to throw a wrench into even the most balanced
equations, also consider ensuring file servers for each region are resourced adequately
to store the data for their respective regions. With sufficient space and data structure,
there will be less of an impetus for employees to “find” additional storage that puts you
out of compliance.

CONCLUSION
The introduction of the European Union’s General Data Protection Regulation
represents a significant challenge for organizations of all shapes and sizes, yet also a
tremendous opportunity for those same organizations to drastically impact their overall
security posture. Theft of personally identifiable information is one of the most
significant issues of the digital age, and the primary reason behind initiatives such as the
EU GDPR.
Statistics have proven that files containing sensitive information are the target of nearly
every attack and subsequent breach. Knowing where this data exists, who has access to
it, who is accessing it, and what they’re doing with it is the key to protecting it and
achieve compliance with not only the GDPR, but virtually any other federal, industry, or
organizational compliance standard. Focus on the 80% of your data that is most
vulnerable and least understood, and you’ll solve 80% of your problem.
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location. Deployment of log parsing agents may also require the use of a software
provisioning framework for larger organizations, but can typically be installed
manually as well.
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